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Framework for Secured Biometric System
                                            F.S. Omotosho, R.S. Babatunde, K. A.  Gbolagade

Abstract— Biometrics provides higher accuracy of personal recognition in real identity management system than traditional methods be-
cause of its properties. However, the security of biometric systems can be undermined, if the template derived from the biometrics traits such
as fingerprint is compromised. If a biometric template is compromised, it leads to serious security and privacy threats. Unlike passwords, it is
impossible for a legitimate user to revoke his/her biometric traits and switch to another set of uncompromised identifiers.
 One methodology for biometric template protection is the template transformation approach, where the template, consisting of the features
extracted from the biometric trait, is transformed using parameters derived from a user specific password or key, through transformation
algorithm and only the transformed template is stored in the database.
This study develops a framework that uses a generated random key without user specific password or key during enrollment / verification
and it will be used to secure medical records that uses biometric authentication. Collection of fingerprint images will be carried-out through
Fingerprint Live Scan Device (SecuGen 7.1).
The outcomes of this study will incorporate the property of revocability or cancelability with Biometric system without degrading the perfor-
mance and efficiency of the system.

Index Terms: Biometrics, Security, Template, Traits, Revocability, Cancelability, Transformation, Authentication.
                                                     .—————————— u ——————————

1  INTRODUCTION

Biometrics are our most unique physiological  traits  such as
fingerprint,  face, iris,  hand  geometry, voice  that can be prac-
tically sensed by devices and interpreted by computers so that
they may be used as proxies of our physical selves in the digi-
tal realm [1]. In this way we can bond digital data to our iden-
tity with permanency, consistency, and unambiguity, and re-
trieve that data using computers in a rapid and automated
ways [2].

1.1 Fingerprint Recognition

Fingerprint identification is one of the most well-known and
publicized biometrics [4]. Fingerprint identification is popular
because of the ease in acquisition, the numerous sources ten
fingers available for collection per individual [5].
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1.2 What is a Template?

A template is a set of features extracted from the biometric
trait. A template is stored in the biometric system database
and  is  used  for  matching  with  the  input  biometric  during  an
authentication attempt [3].

1.3 Biometric systems modes

Biometric  systems can be used in two different modes enroll-
ment and identification modes [6].

With the widespread deployment of biometric systems in var-
ious applications, the focus now is on biometric template secu-
rity which is an important issue because, unlike passwords
and tokens, compromised biometric templates cannot be re-
voked and reissued [7]. Protecting the template post a great
challenge [2], [13]. Therefore, storing biometric templates,
which is unique to individual user, entails significant security
risks [8].
One of the most potentially damaging attacks on a biometric
system is against the biometric templates stored in the system
database. Attacks on the template can lead to the following
three vulnerabilities:
(i) A template can be replaced by an impostor’s template
to gain unauthorized access.
(ii) A physical spoof can be created from the template to
gain unauthorized access to the system, also to other systems
which use the same biometric trait.
(iii) The stolen template can be replayed to the matcher to
gain unauthorized access [2].
This work addresses this problem by proposing a framework
for securing biometric system through fingerprint template
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transformation approach that uses a generated random key as
parameter for the transformation rather than user supply
password or key. This work focuses on achieving a secure bi-
ometric  system and  flexibility  of  use  by  the  user  without  the
needs to remember special password or key. It does not ad-
dress the security of the system database itself but securing the
fingerprint template from being compromised.
Section II provides a critical analysis of related work while
Section III gives detailed explanation of our proposed frame-
work. Evaluation of the framework is discussed in Section IV
with Section V concludes the paper by summarizing our con-
tribution.

2 RELATEDWORK

2.1 Securing Biometric System
Passwords and PIN have the property that if they are com-
promised, the system administrator can issue a new one to the
user. It is desirable to have the same property embedded in
biometric system [10].

The following section provides a detailed description of the
approaches that have been proposed for securing biometric
templates:

 The template protection schemes proposed in the literature
can be broadly classified into two categories, namely, (i) fea-
ture transformation approach and (ii) biometric cryptosystem
[2]. As seen in figure 1.

2.2 Feature transformation approaches
 In the feature transform approach, a transformation function

(F) is applied to the biometric template (T) and only the trans-
formed template (F (T; K)) is stored in the database. The pa-
rameters of the transformation function are typically derived
from user specific key (K) or password. The same transfor-
mation function is applied to query features (Q) and the trans-
formed query (F (Q; K)) is directly matched against the trans-
formed template (F (T; K)). The feature transform schemes can
be further categorized as (i) Invertible and (ii) Non-invertible
transforms [9], [11].

 2.2.1 Invertible (Salting) transform

This is a template protection approach in which the biometric
features are transformed using a function defined by a user-
specific key or password. Since the transformation is invertible
to a large extent, the key needs to be securely stored or re-
membered by the user and presented during authentication.
The limitation in this approach is that there is need for addi-
tional  information  in  the  form  of  special  password  or  key
which increases user’s inconveniences [11, 9]. Also, if the user-
specific key is compromised, the template is no longer secure.

2.2.2 Non-invertible transforms

In this approach, the biometric template is secured by apply-
ing a noninvertible transformation function to it. Noninverti-
ble transform refers to a one-way function, F, that is “easy to
compute” (in polynomial time) but “hard to invert” (given F
(x), the probability of finding x in polynomial time is small)
[9], [8]. The parameters of the transformation function are de-
fined by a key which must be available at the time of authenti-
cation to transform the query feature set. The main drawback
of this approach is the trade of between discriminability and
noninvertibility of the transformation function. The transfor-
mation function does not preserve the discriminability (simi-
larity structure) of the feature set, that is, features from the
same user should have high similarity in the transformed
space, and features from diferent users should be quite dissim-
ilar after transformation [2]. Also, given a transformed feature
set, an adversary can still obtain a close approximation of the
original feature set of it. The user must remember the special
key which increases the user inconveniences [6}, [7].
This paper proposes a fingerprint transformation method that
does  not  require  user  to  supply  a  secrete  key  during  enroll-
ment or verification, yet secure the template and preserve the
similarity structure of the feature set.

3 ARCHITECTURAL FRAMEWORK
Our framework consists mainly of two phases:
The Enrollment Phase
The Verification Phase
The model works towards the design of fingerprint transfor-
mation approach which employs some existing algorithms for
feature extraction see figure 2.
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Figure 1: Categorization of template protection schemes
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3.1 The enrollment Phase

The sensor which represents a fingerprint scanner attached toa
system on which the application runs will accept the
fingerprint of the user. The quality assessment module
determines whether the scanned biometric trait (fingerprint) is
of sufficient quality for further processing. Feature extraction
module processes the scanned biometric data to extract the
salient information (feature set) that is useful in distinguishing
between different users. Two image samples will be captured
per fingerprint for a higher degree of accuracy. The minutiae
data from each image sample will then be compared against
each other (i.e. matched) to confirm the quality of the
registered fingerprints. This comparison is analogous to a
password confirmation routine that is commonly required for
entering a new password. Then the feature data (minutiae) is
extracted from the image into a template.  The template
transformation algorithm which is the main work of this
research takes the extracted feature (template (t), random
generated  key  (k),  fixed  indexed  and  computed  indexed  to
generate a new transform template (tr) which will be stored in
the database, indexed by the user’s identity see figure 3 & 4.
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Figure 2: Framework of the proposed Fingerprint template transformation
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3.2 The verification phase

Here, unlike the enrollment phase the sensor accept input of a
single fingerprint from an individual who had previously
enrolled, extract its features and then present the template to
the validity module. The validity module performed validity
check on the presented template by comparing it with stored
transformed template in the system database. If the template is
found it will perform a match action, if not it will performed a
non-match action.

3.3 Application of Our Proposed Scheme to Medical
Record:

The framework will be applied by implementing an
application based on the proposed framework using Medical
Record Biometric System [14] as shuwn in figure 5.

 

4. PERFORMANCE EVALUATION
The prototype of the framework will be evaluated based on
users' assessment in terms of system reliability and
effectiveness, system ease of usage and efficiency of the
system. We intend to carry out an initial pilot study where the
experimental procedure and guideline will be properly
mapped out through hardware performances, software
management  and  how  easy  and  productive  user  find  it
through user testing [13].

  4.1 Evaluation indexes for fingerprint recognition.

 Two indexes are well accepted to determine the performance
of a fingerprint authentication system: One is FRR (false
rejection rate) and the other is FAR (false acceptance rate) [12].

FAR- describes the number of times, someone is inaccurately
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positively matched.

FRR- describes the number of times someone who should be
identified positively is instead rejected [11].

Table 1: EVALUATION INDEXES

FAR FRR

 (%) FAR = (FA/N) * 100

FA = number of incidents of
false acceptance

N = total number of samples

 (%) FRR = ( FR/N) * 100

FR  =  number  of  incidents  of
false rejections.

N = total number of samples.

 5.  CONCLUSION
The success of biometric system cannot be affirmed without a
critical examination of security of template stored in the
system database. The main idea of this approach is to store the
transformed template instead of storing the original template
in its raw form. In case the stored template is stolen or lost, it
is computationally hard to reconstruct the original raw
biometric data from this template.

In this research work, we proposed a fingerprint
transformation method that does not require user to supply a
secrete key during enrollment.

Security breaches have been usually traced to the in-house
people like developers, administrators, users and so on due to
having some constant values in the encrypting algorithms, this
research takes an extra effort to having fixed and computed
indexes. Computed indexes are determined internally by the
algorithm  at  runtime  which  makes  it  impossible  for  these
people to predetermine or guess indexes that will be
encrypted.

Passwords and PIN have the property that if they are
compromised, the user can change it; it is desirable to have the
same property of revocability or cancelability with biometric
templates.

The outcomes of this study will incorporate the property of
revocability or cancelability with Biometric system without
degrading the performance and efficiency of the system.
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